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Chi sono

= PhD @UnNITO nel gruppo di Sicurezza delle Reti e degli Elaboratori su
Crittografia e Sicurezza Informatica

m Piccole docenze a Contfratto @UniTO, @UNIMI e @UNIGE

= Consulente Informatico Forense (Perizie Informatiche) per Privati,
Aziende, Avvocati, Procure, Tribunali, F.F.O.O.

= Tra i fondatori dell’ Associazione ONIF (www.onif.if)

m Socio lISFA, Tech & Law, Clusit, Lab4int, AssoblT

® Informatica forense, digital forensics, cryptocurrency forensics,
OSINT, perizia fonica, indagini digitali, etc...

m www.dalchecco.it, bitcoinforensics.it, ransomware.it

® paolo@dalchecco.it - @forensico
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Definizi di OSINT
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Definizione di OSINT

1-1. Open-source intelligence is the intelligence discipline that pertains to intelligence produced from
publicly available information that is collected, exploited, and disseminated in a timely manner to an
appropriate audience for the purpose of addressing a specific intelligence and information requirement
(FM 2-0). OSINT also applies to the intelligence produced by that discipline.

® Open source is any person or group that provides information without the expectation of
privacy—the information, the relationship, or both is not protected against public disclosure.
Open-source information can be publicly available but not all publicly available information is
open source. Open sources refer to publicly available information medium and are not limited to
physical persons.

e Publicly available information is data, facts, instructions, or other material published or
broadcast for general public consumption; available on request to a member of the general
public; lawfully seen or heard by any casual observer; or made available at a meeting open to the

general public.
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Utilizzi dell’ OSINT

= [Innumerevoli contesti e ufilizzi:
® [nvestigativo
m Assicurativo
m Due Diligence
® Deanonimizzazione/ldentificazione
m VA/PT e Sicurezza Informatica

= Ambito di azione
m Clear Web
" Deep Web
= Dark Web
Il resto delle informazioni (mondo reale — es. HUMINT)

Paolo Dal Checco OSINT - Open Source Intelligence



Forensic Virtual Summit - 28 gennaio 2021

Surface/Clear Web

® osint
Termine di ricerca

+ Confronta

Tutto il mondo + 2004 - Presente ¥ Tutte le categorie ¥ Ricerca Google ¥

Interesse nel tempo o<

1 gen 2004 1 gen 2009 1gen 2014 1 gen 2019
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Deep Web

= Contenuto non linkato o indicizzato

= Aree web private (protette da password)

= Contenuto ad accesso limitato (captcha)

m Contenuto generato tramite scripting (javascript)

= Contenuto dinamico (generato tramite query, es. archivo La
Stampa)

= Contenuto non in HTML (immagini raster o video)
® Pagine escluse tramite regole robots.txt

® Pagine accessibili framite software (Tor, i2p, etc...) > Dark
Web
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Dark Web

= Tor (www.torproject.org)

m EEPsites —i2p (geti2p.net)

= Freenet (freenetproject.org)
= ANONET (www.anonet.org)

m /eroNET (zeronet.readthedocs.org/en/latest)
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Quando I'OSINT porta fuori strada...
Google X & Q

Q Tutti B Notizie [ Immagini ) Shopping [2] Video i Altro  Impostazioni  Strumenti

Circa 829.000 risultati (0,40 secondi)

Percomunicazioni dirette potete utilizzare la mai{ paolo@dalchecco.it ® contattarmi al

numero 11911 7921.

www.bitcoinforensics.it » contatti

Contatti - Bitcoin Forensics e Intelligence sulle Criptovalute

© Informazioni sugli snippet in primo piano M Feedback

www.ilbitcoin.news » contatti «

Contatti - il Bitcoin

il Bitnnin |l hia~ Al Maran Cavianhiali o1l Ritanin. hlanbahain a AarintArualinita Carna nal eita QitA
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Esempi di OSINT

m |dentificare chi si cela dietro un profilo di social network

m |denfificare di chi e un sito web

® Rintracciare una persona

= Verificare chi € a capo di un'organizzazione

® Individuare il proprietario di una email o numero di telefono
= Datare pagine web

m Ricostruire legami tra persone o societd

Paolo Dal Checco OSINT - Open Source Intelligence
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Information Gathering

Cyber Intelligence

Semi-passive Info

Attiva Passiva Gathering

Proactive Intelligence Open Source Intelligence,
< Modalita attiva ma sotto la

(ingegneria sociale, atfivita sotto Intercettazioni, soglia di rilevamento
copertura, exploit, spyware etc.) SIGINT, EMINT, ecc.

TRAFFICO ANORMALE NESSUN TRAFFICO TRAFFICO NORMALE
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Information Gathering Attiva

= Tracing

= Port scanning

m Scansione delle applicazioni (i.e. robot.ixt analisys, ecc.)
m Scansione delle risorse

= Rilevamente di configurazioni errate o predefinite

= Mappatura delle vulnerabilitad (XSS, SQL injection, no patch at
all...)

m Ricerca di Exploit utilizzabili
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Information Gathering Passivo

= Sniffing direte

= Motori diricerca
= Social Network
= Analisi email

= Analisi metadati
= Crawling

= Analisi collegamento tra siti/entita/profili

Paolo Dal Checco OSINT - Open Source Intelligence
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Alcuni strumenti

® Esistono centinaia di tool/siti/servizi
m Alcuni gratuiti, alcuni commerciali, open source, closed, efc...

m Difficile (o lungo/complicato) ormai fare OSINT senza fonti @
pagamento

Paolo Dal Checco OSINT - Open Source Intelligence
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Google

Search
Search Operators
Service
allinanchor:, allintext:, allintitle:, allinurl:, cache:, define:, filetype:, id:, inanchor:, info:,
Web Search

Image Search

allintitle:, allinurl:, filetype:, inurl:, intitle:, site:

Groups allintext:, allintitle:, author:, group:, insubject:, intext:, intitle:
Directory allintext:, allintitle:, allinurl:, ext:, filetype:, intext:, intitle:, inurl:
News allintext:, allintitle:, allinurl:, intext:, intitle:, inurl:, location:, source:
Product
allintext:, allintitle:
Search

Paolo Dal Checco OSINT - Open Source Intelligence 16




Shodan

%sHooaN [ -

¥

EXPOSE ONLINE DEVICES. ..

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

TAKE A TOUR

Fopular Search Queries: default password - Finds results with “default password” in the banner; the named defaults might work!

https://github.com/JavierOImedo/shodan-filters



https://github.com/JavierOlmedo/shodan-filters
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“w Turn a Single Data Point into
a Trusted Identity

Speed investigations and fight fraud with the world’s
leading provider of true identity verification information
Pipl's unique identity resolution engine connects the world's personal, professional and

social identity data to give analysts and investigators an unmatched global index of over
3 billion trusted identity profiles.

Paolo Dal Checco OSINT - Open Source Intelligence
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Skopenow

SKOPENOW

AUTOMATED SOCIAL
MEDIA INVESTIGATIONS

from enhanced open source intelligence.

Paolo Dal Checco OSINT - Open Source Intelligence
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Bitcoin/Blockchain Intelligence

WalletExplorer.com: smart Bitcoin block explorer
Search address/txid/wallet id/firstbits

Bitcoin block explorer with address grouping and
wallet labeling

Enter address, txid, firstbits, internal wallet id or service name:

|  Search |




Bitcoin/Blockchain Intelligence

CHARTS AND RESOURCES ~ MY OXT

ADDRESS

1DEFTAyfgK76woMvOU902rD4n3vWVCJLmy

SUMMARY  ACTIVITY VOLUMES TEMPORAL PATTERNS  NOTES (0)

ACTIVITY BALANCE (AT END OF PERIOD)

FIRST SEEN NOVEMBER 13, 2014
LAST SEEN NOVEMBER 8, 2018
INCOMING TXS 26
OUTGOING TXS 1

VOLUMES

RECEIVED 0.06837320 B
SENT -0.06837320 8
BALANCE 0.00000000 B
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DomainlQ

<. domainlQ

comprehensive domain intelligence

Domain Email Name Tools

Search by Domain or IP

Enter any domain name or IP address to view information on its ownership and status.

Paolo Dal Checco OSINT - Open Source Intelligence 22
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DomainTools

‘@ DOMAINTOOLS PROFILE ~ CONNECT ~ MONITOR ~ SUPPORT

DomainTools Iris

Hosting History
Monitor Domain Properties

Reverse IP Address Lookup

Network Tools

Buy This Domain ~ Visit Website

Paolo Dal Checco OSINT - Open Source Intelligence
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Wayback Machine

INTERNET ARCHIVE Explore more than 525 billion web pages saved over time

lllﬂ“"m:“ ’“ﬂﬂ "l"ﬂ stopsecret.it

- Collections - Changes - Summary - Site Map

Results: 50 100 500

Saved 75 times between November 29, 2014 and January 13, 2021.

T Y MJL

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

o G
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Sync.me/Truecaller/OpenCNAM
Sync.m Features SpamDetector  Support  More Apps

T o TR T e R
/ -.A__'\A i 4 : / \

L}
\

iann Bamann
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Maltego
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Maltego

(, MALTEGO SOLUTIONS v PRODUCTS v  PRICING v  RESOURCES v DATA SOURCES

MALTEGO DATA BUNDLES MORE ABOUT THE HUB TRANSFORM DEVELOPMENT SERVICES

Transform Hub

Integrations reach from data for threat intelligence and network footprinting to social media and
crypto forensics. Many data partners offer free trials with instant access, giving you the
opportunity to ensure that the data fits your needs before purchasing full access.

Featured Integrations

e C N ATT&CK
plpl CIPHERTRACE servicenow splunk> gD,
\J ISP

Pipl CipherTrace ServiceNow Splunk Enterprise ATT&CK - MISP

Paolo Dal Checco OSINT - Open Source Intelligence 27
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Maltego

Shodan

N

Vo

SHADO\VORAGON

AliasDB

Clearbit

> ] VirusTotal

TinEye VirusTotal Public

A API
O ©

Blockchain.info CaseFile Entities
@ CROWDSTRIKE
Cofense CrowdStrike Intel
Intelligence

Wayback Machine

Cisco Threat Grid

N

CrowdStrike
ThreatGraph
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Maltego

#/» paloalto

NETWORKS

Palo Alto Networks
AutoFocus

Recorded Future

Q

SOCIAL LINKS

Social Links Pro

PeeringDB

v

RisklQ PassiveTotal

SHADO\VORAGON

SocialNet

PeopleMon

PeopleMon

© Silobreaker

Silobreaker

SSL

SSL Certificate
Transparency
Transforms

PhoneSearch

Q

SOCIAL LINKS
CE

Social Links CE

bl
The Movie
Database
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Foca

& ElevenPaths / FOCA

& Watch 112 ¥7 Star 1.4k % Fork 360

<> Code (0) Issues 4 i Pull requests 1 (*) Actions [1] Projects ) Wiki

== -

(1) Security |~ Insights

V3 . 4 '7. 0
O v3.4.70 §
Q iosebyte released this on 3 Apr 2020 - 1 commit to master since this release
-O- 2173¢9f
Verified : s ’ o o
* DIARIO service integration (https://diario.elevenpaths.com/diario/)
Compare v * Remove unused references

v~ Assets 3

@ FOCA-v3.4.7.0.zip 5.46 MB

[7) Source code (zip)

[?) Source code (tar.gz)
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Spiderfoot

spider

Feodo Botnet Analysis

orrelation B logs~
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Unique Data Elements
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Errors

3

Network O

Status Description

Web Data

Protocol Data

B Scan [c49762c7643c1e17bfe6ff45eed0e61559dc80b36a54838209d17518ef697b0b] completed.
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20000
3000
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Spiderfoot

spider

© Scan &% Investigate CJ Monitor 2 Configure «

Module Settings

Select a module; v abuse.ch

Option

Enable abuse.c

Enable abuse.c

Enable abuse.c

Hours to cache

AdBlock Check Q General...

Ahmia ¥ Modules...
AlienVault IP Reputation

AlienVault OTX (API Key) © Correlation Rules...
Amazon S3 Bucket Finder

Apility (API Key) P AP Key Manager...
Archive.org ,

Asiire Blob Firder © Scan Profiles...
Bad Packets (API Key) s

badips.com ‘am Users...

Bambenek C&C List @ Subscription...

Apply checks t«

Apply checks t

Report if any ir

03 Configure «

AbuselPDB (API Key)
Account Finder

Base64 Decoder

Binary String Extractor
BinaryEdge (API Key)

Bing (API Key)

Bing (Shared IPs) (API Key)
Bitcoin Who's Who (API Key)

BitcoinAbuse (API Key)
hlarklicet Aa
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In alternafiva... ;-)
Programming & Tech > Data Analysis & Reports > Data Mining/Scraping
| will do professional OSINT report flverro
@ arulselvar
WO\

€4.34

@ 3 Days Delivery
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Grazie per |I'attenzione

paolo@dalchecco.it
@forensico
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